
he rapid advancement of information technology in Kenya has ushered 
in the digital era, revolutionising the government's service delivery 
through e-Government. However, the transformation has inadvertently 
exposed government systems, databases, and infrastructures to the 

threat of cyber espionage, leading to unauthorised access to sensitive data. The aim 
of the study is to assess cyber espionage vulnerabilities within Kenya's 
e-Government ecosystem with a speci�c case study of a public institution (PI)*. By 
addressing this critical issue, the article seeks to ensure the integrity, 
con�dentiality, and availability of sensitive information, protect national security 
interests, and sustain the progression of e-Government initiatives. The study was 
grounded in game theory. To ensure comprehensive data collection and bolster
the validity and reliability of the study, a mixed-methods approach was employed, 
encompassing both quantitative and qualitative data. The study focused on system 
end-users, ICT of�cers, system auditors, and ICT manager to offer an encompa- 
ssing perspective as conveyed by the participants. The study established that 
though the government deploys information technology to boost service delivery, 
such  deployment has not been matched by measures to address automation 
weaknesses that could provide opportunities for cyber espionage attacks. The 
researcher recommends that PI should update and implement its information 
security policy to encompass current and emerging cybersecurity issues, enhance 
employee training and awareness through robust training programs, and use 
technology such as Intrusion Detection Systems (IDS) and Intrusion Prevention 
Systems (IPS) to enhance their detection and prevention capabilities.
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*PI is a pseudonym for a public institution in Kenya which utilises e-government services.
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Governments and organisations worldwide have continually invested signi�cantly 
in Information Communication Technology (ICT) and telecommunications 
infrastructure (Alderete, 2018). This continuous digital revolution has yielded 
unprecedented global af�uence and ef�ciency, positively impacting the adoption 
of electronic government (e-Government) initiatives across government ministries, 
departments, and organisations (Nyonje et al., 2018). In Kenya, a government 
agency which for purposes of this study will be referred to as Public Institution (PI) 
has made signi�cant efforts towards digitising its services to improve ef�ciency 
and transparency through the e-Government systems. However, the move has 
opened up new avenues for cyber espionage attacks as an increasing amount of 
sensitive information is being digitalised and stored online, which could put the PI 
and citizens at risk.

E-Government entails providing a wide range of government services and 
disseminating information to its citizens through the utilisation of Information and 
Communication Technology (ICT) applications (Malodia et al., 2021). Adopting 
e-Government improves ef�cacy, ef�ciency, and service delivery of government 
and public administration procedures and services. Cyber espionage, on the other 
hand, is the use of computer networks and digital communication activities to gain 
unauthorised access to sensitive and con�dential data and information, usually in 
a government’s or other organisation’s possession (Herrmann, 2019). Given their 
handling of con�dential and personal identi�able information, e-Government 
systems are particularly attractive targets for cyber espionage attacks. The attacks 
can be perpetrated by state-sponsored groups, criminal organisations, hacktivists, 
or individual hackers. This fuels apprehensions that no government or institution 
remains immune within the concealed realms of cyberspace.

Cyber espionage has emerged as a sinister and growing concern across the
global public sector, employing state-of-the-art techniques to clandestinely, 
ef�ciently, and continuously gather crucial information (Rudner, 2013). Moreover, 
the technology and information systems utilised within the public sector are 
experiencing rapid expansion, along with the availability of resources and
services, thus amplifying the vulnerability to cyber espionage and data breaches 
(Cremer et al., 2022).

Kenya's journey toward e-Government began in 2004 a�er the government 
approved an e-Government policy. In 2006, the Ministry of Information and 
Communications (MoICT) further endorsed the National ICT policy, guiding 
human resource development, infrastructure expansion, stakeholder engagement, 
and regulatory framework establishment (Mungai, 2017). Subsequently, the 
government initiated several e-Government projects to enhance the ef�ciency,
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transparency, and democratic processes of public administration (Wamoto,
2015). Notable initiatives include the G-pay system, streamlined passport 
application and processing, the e-Registry for business registration, i-Tax for
Kenya Revenue Authority (KRA) services, and eCitizen. PI has embraced digital 
transformation to improve service access and ef�ciency. This transition has 
streamlined operations and created a comprehensive database that is valuable for 
faster and expanded delivery of services. As well, the use of digital information 
makes it easy for the Organisation to link with other government departments.

Government institutions have of late increasingly become focal points for
cyber espionage attacks. A 2020 report by Verizon's data breach investigation 
professionals revealed that between 2014 and 2020, the public sector worldwide 
experienced 2,152 data breaches, with cyber espionage accounting for nearly
31% of these incidents (Verizon, 2020). Such threats potentially breach the
security of highly sensitive data. Exploiting such information poses substantial 
risks, including, but not limited to, identity the�, the perpetration of phishing 
scams, fraudulent activities, �nancial the�, unwarranted harassment, and the 
stalking of individuals. 

In February 2023, Medusa hackers reportedly used the identity card and passport 
of one of Kenya Airport Authority’s (KAA) engineers to gain access to the 
Authority's network, leading to the leakage of 514 GB of data, including site surveys, 
procurement, plans invoices, physical plans, and receipts on the internet (Wanjala, 
2023). Further, Kenya's eCitizen system, a digital platform enabling citizens
and clients to access government services online, was cyber attacked in July 2023 
by hackers operating under the name "Anonymous Sudan" (Carletti, 2023). The 
consequences of these breaches extend beyond compromising the  integrity of  
sensitive information's, availability, and con�dentiality, potentially endangering 
national security and undermining public trust. 

This study examines cyber espionage threat vulnerabilities within the e- 
Government ecosystem in Kenya's PI. It set out to answer the question: What are 
the prevailing cyber espionage vulnerabilities within the PI e-Government 
ecosystem? In response, this article examines the vulnerabilities in the PI 
e-Government ecosystem by shedding light on the speci�c vulnerabilities and 
providing recommendations to bolster the cyber security posture.

The quest for e-Government growth and adoption by government institutions
has impacted institutions' preparedness for threats and exposed vulnerabilities 
that can be exploited for cyber espionage. Even though each industry's cyber 
espionage threat vulnerabilities are unique, the public sector consistently
ranks at the top of the sectors subjected to numerous cyber attacks (KNBS 
Economic Survey, 2022).  
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The study provides suggestions and proposes a framework to help ministries
and departments safeguard their systems and protect public and government data. 
It also forms a basis for policy formulation by providing current and emerging 
cyber espionage vulnerabilities in Kenya's e-Government ecosystem that are 
susceptible to cyber criminals.

Espionage has long fascinated states, organisations, and the public, particularly 
during the Cold War when the United States and the USSR escalated espionage 
activities. However, the landscape of espionage, or spying, has undergone 
signi�cant transformation in recent years.  Today, states and organisations grapple 
with the complexities of an ever more interconnected cyber world, where 
technology o�en advances at a pace that outstrips the ability of policymakers to 
adapt (Dilanian, 2021). This shi� and the simultaneous growth of Information 
Systems and Technology (IS&T) and globalisation has given rise to cyber espionage 
orchestrated by foreign governments, criminal organisations, state-sponsored 
organisations, and individuals.

Cyber espionage has a relatively recent origin but has undergone swi� evolution in 
recent decades. Its inaugural documented occurrence dates back to the 1980s when 
the Soviet Union clandestinely employed computer viruses to gather intelligence 
from Western nations. Subsequently, cyber espionage expanded in tandem with 
technological progress and the widespread proliferation of the internet (Akram & 
Malik, 2023). It has instilled a heightened sense of apprehension in nations 
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Kenya faces cyber espionage activities carried out by non-state actors, which 
include criminal organisations and hacktivist groups, in addition to state- 
sponsored threats. These entities frequently target government systems, research 
organisations, businesses, or individuals with sensitive information access 
(Onyando, 2023). These cyber actors o�en employ advanced methods, such as 
malware injections, spear-phishing, and social engineering tactics, to gain 
unauthorised access to target systems and Information Technology (IT) 
infrastructures. Their aim may include stealing sensitive information, disrupting 
systems, and causing reputational damage. Notably, these tactics continually evolve 
in response to the changing threat landscape.  Yet the e-Government ecosystem 
exhibits vulnerabilities that could expose Kenya to cyber insecurity. Therefore, it is 
imperative to assess the current and emerging cyber espionage vulnerabilities in 
Kenya's e-Government ecosystem that are susceptible to cyber criminals and offer 
suggestions for safeguarding public and government data.



worldwide due to the inherent ambiguity surrounding the intentions of 
adversaries, the challenge of attribution, and the absence of a robust legal 
framework for prosecuting suspected cyber criminals (Pun, 2017).

In the intricate and ever-evolving landscape of contemporary security, global cyber 
espionage threats exhibit a dual nature, effortlessly crossing national boundaries 
and outpacing the traditional security measures and capacities that states
have traditionally depended on to safeguard their interests and enhance their 
security stance (Li & Liu, 2021). For instance, in 2015, Chinese hackers executed a 
cyber-espionage operation targeting the United States Of�ce of Personnel 
Management (OPM). This exposed personal data from over 22 million individuals 
(Nakashima, 2015).

The emergence of highly sophisticated targeted information thieves has 
signi�cantly impacted the cyber espionage landscape, recently. In this altered 
landscape, nations �nd themselves confronted by a wide array of adversaries, 
yielding multiple potential entry points, as opposed to the past when they primarily 
contended with one or a few nation-state adversaries (Rubenstein, 2014). A notable 
example of this threat occurred in September 2022 when Optus, Australia's 
second-largest telecommunications provider, fell victim to a cyber espionage 
attack. This breach led to the unauthorised access and the� of sensitive 
information belonging to approximately ten million citizens (Shepherd, 2022). In 
March 2022, the United Kingdom (UK) and the United States also exposed Russia's 
Federal Security Service (FSB) for its historical malicious cyber espionage 
activities. Both countries asserted that the FSB had employed advanced 
spear-phishing techniques to target crucial national infrastructure sectors, 
including the US aviation and UK energy sectors (Gov.uk, 2022).

Africa has experienced a remarkable surge in adopting information and 
communication technology (ICT) and internet connectivity. This digital 
transformation has resulted in an expanding user base and the gradual integration 
of digital technologies in government agencies. However, this widespread 
digitalisation has also opened numerous new entry points for malicious cyber 
actors seeking to access governments' and organisations' networks (Velluet, 2023).

Cyber espionage poses a growing and substantial threat to Africa, as the continent 
rapidly advances its technological infrastructure. Unfortunately, many African 
nations lack the resources and expertise to mount effective defences against such 
espionage. This makes them vulnerable targets (Samme-Nlar, 2023). State- 
sponsored hackers and criminal groups frequently direct their efforts towards 
African countries, seeking sensitive information like trade secrets, national 
security data, and personal information of government of�cials and citizens. This 
primary threat typically originates from state actors outside the continent, 
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as demonstrated by China's unauthorised access to crucial data within the servers 
and information systems of the African Union (AU) headquarters, which they 
compromised in 2018 (Reuters, 2018). Furthermore, cyber espionage involved the 
Pegasus malware in�ltrating computer systems in 11 African countries, enabling 
data collection and domestic surveillance activities (Maschmeyer et al., 2021).

African nations generally demonstrate limited cyber maturity and possess 
constrained offensive and defensive cyber capabilities. They rely heavily on foreign 
entities for critical information infrastructure and data management through
cloud technologies. This reliance signi�cantly limits their control over electronic 
information generated by their citizens and renders the technological 
infrastructure in many countries across the continent vulnerable to potential cyber 
espionage compromise (Waag-Cowling, 2021; (Africa Defense Forum, 2022). For 
instance, a Chinese company, Huawei, manufactures approximately 70% of 4G 
base stations in Africa and is also poised to lead the 5G market. This situation  
raises concerns as it implies potential external control over critical information 
infrastructure. This external in�uence could lead to compromise, sabotage,
or the introduction of covert attacks and vulnerabilities into the supply chain 
(Welle, 2022).

In Kenya, cyber espionage is an escalating threat driven by widespread internet 
access ampli�ed by high-speed �ber optic connections and the increasing adoption 
of information systems within government agencies and institutions. As 
government agencies and organisations increasingly rely on information systems, 
there is a heightened risk of malicious actors stealing sensitive information 
through hacking and other cyber attacks. Cybersecurity reports highlight a 
signi�cant increase in cyber espionage attacks within Kenya, primarily focused on 
unauthorised data acquisition (Sang, 2022). 

Cyber attacks on Kenya's e-Government systems, such as the July 2023 incident 
targeting the eCitizen portal, can have extensive repercussions, affecting countless 
citizens and severely disrupting essential services. Notably, services such as 
passport and visa applications, National Transport and Safety Authority (NTSA), 
Directorate of Criminal Investigation (DCI), as well as mobile-money banking 
experienced signi�cant disruptions, leading to widespread inconveniences 
(Vandyck, 2023). In April 2016, a cyber espionage group posing as "Operation 
Africa" executed an intrusion into Kenya's Ministry of Foreign Affairs. During this 
breach, they conducted phishing attacks and acquired various documents, 
including diplomatic correspondence between Kenyan foreign ministry 
representatives and other diplomatic missions, international trade partners, and 
global businesses (Agutu, 2016).
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Attackers exploit the vulnerabilities, o�en combining one or more, to break 
privilege boundaries (perform illegal operations) within a computer system. A 
vulnerability is a defect in a system that an attacker can exploit to conduct a 
successful attack (Luiijf, 2012).  They arise due to defects, features, or user errors 
(Thompson et al., 2002). A system weakness or vulnerability must be connected to 
by an attacker using at least one appropriate instrument or technique. Through 
security �aws, attackers access information systems and networks and potentially 
access important and sensitive data (Xu et al., 2019). Given that a chain is only as 
strong as its weakest link, the security posture of government information systems 
is as robust as its weak points.

In the context of the e-Government ecosystem, game theory and the Moving Target 
Defence (MTD) approach play crucial roles in understanding cyber espionage 
threat vulnerabilities and developing effective defence strategies. Game theory, 
endorsed by renowned �gures such as John Nash, Thomas Schelling, and John von 
Neumann, revolves around key tenets: players, actions, payoffs, and strategies. 
Players, whether individuals or entities, pursue distinct goals, aiming to maximise 
their utility through strategic actions. Each action, taken by a player at every turn, 
is in�uenced by their awareness of others' actions. Ultimately, players receive 
payoffs at the end of the game, re�ecting the utility gained from outcomes, positive 
or negative. Strategies, tailored for each player, are cra�ed based on opponents' 
past and anticipated actions, targeting victory in the game (Douha et al., 2023). By 
modelling these interactions, game theory helps identify optimal strategies for 
reducing the likelihood of cyber espionage attacks and illuminating potential 
vulnerabilities (Pătraşcu & Simion, 2013).

Game theory, however, has limitations, such as scarcity of information about 
attackers' strategies and the assumption of rational attacker behaviour (Patil et al., 
2018). The Moving Target Defence (MTD) approach, championed by proponents 
such as Salman Base and Yan Chen, is employed to address these limitations. The 
MTD approach is built on four core principles. First, it continuously changes 
system characteristics to thwart attackers' attempts to identify and exploit 
vulnerabilities. Second, MTD uses decoys that mimic genuine assets, diverting 
attackers and providing defenders with time to detect and respond to threats. 
Third, it actively disrupts attackers by blocking IP addresses, slowing network 
connections, or impeding their access. Lastly, MTD dynamically adjusts system 
components, like recon�guring �rewalls and access controls, in real-time to 
counteract attackers effectively (Lei et al., 2018). By continuously changing the 
attack surface and making it dif�cult for attackers to identify and exploit 
vulnerabilities, MTD signi�cantly enhances cybersecurity and makes systems 
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counteract attackers effectively (Lei et al., 2018). By continuously changing the 
attack surface and making it dif�cult for attackers to identify and exploit 
vulnerabilities, MTD signi�cantly enhances cybersecurity and makes systems 
more resistant to cyber espionage attacks.

In the context of the e-Government ecosystem, game theory and the Moving Target 
Defence (MTD) approach are instrumental in comprehending vulnerabilities and 
bolstering cybersecurity. Game theory analyses the dynamics between cyber 
defenders and attackers, considering factors like vulnerability assessment and 
attackers' behaviour. 

The study employed a mixed-methods approach, utilising questionnaires and 
interviews to collect quantitative and qualitative data. The research was conducted 
in PI of�ces in Nairobi. To protect sensitive information and maintain ethical 
standards, the organisation central to this study has been anonymised. The study 
employed strati�ed random sampling for quantitative respondents and purposive 
sampling for interviews. Questionnaires were distributed to 48 e-Government 
systems end-users, and interviews were conducted with ICT of�cers, a System 
Auditor, and an ICT manager. Pre-testing was conducted to improve the 
instruments, and data analysis involved statistical techniques for quantitative data 
and narrative construction for qualitative data. Necessary permits and consents 
were obtained from PI management and participants, ensuring anonymity, 
con�dentiality, and voluntary participation.

The study reveals that the government has made efforts to address vulnerabilities 
that cyber actors could potentially exploit in carrying out illicit activities, including 
promoting robust passwords. However, the �ndings show several existing 
vulnerabilities, as highlighted below.

These are vulnerabilities that exist within Kenya's e-Government systems, 
including potential weaknesses in network infrastructure and so�ware 
applications. The �ndings  of the study shed light on several speci�c vulnerabilities 
that merited attention. One noteworthy issue is the absence of up-to-date computer 
antivirus so�ware, which exposes the e-Government systems to a heightened risk 
of malware and other cyber threats. Miscon�gured �rewalls also present as a weak 
point in the system framework, as they can inadvertently allow unauthorised 
access and data breaches. So�ware miscon�gurations and the applying system 
patches designed to rectify security vulnerabilities or system bugs further 
compounds the vulnerabilities, creating security gaps that malicious actors

Technological vulnerabilities
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could potentially exploit. These vulnerabilities pose signi�cant risks to the security 
and stability of Kenya's e-Government systems, potentially exposing them to cyber 
espionage threats and unauthorised access.

The �ndings among system users surveyed revealed that an overwhelming 
majority, comprising 39 individuals (86.7%), had antivirus so�ware installed on 
their computers, indicating a positive level of compliance with basic cybersecurity 
measures. In contrast, a small proportion of users, accounting for 3 respondents 
(6.7%), had no antivirus protection, while 3 respondents (6.7%) did not know 
whether they had antivirus installed on their computers, indicating a potential lack 
of awareness or knowledge about the security measures in place on their devices. 
This suggests that the organisation's efforts to raise awareness and promote 
antivirus use among its employees’ computers have been relatively successful. 
Although the majority had antivirus so�ware, the presence of those who did not 
have it and those who were unsure if they had it acted as a potential security gap.

Some respondents noted that most of the users in the organisation use expired 
antivirus so�ware that requires renewal, meaning that computers are not getting 
critical updates and protection against the most recent malware and cyber threats. 
The study �ndings indicated that a substantial portion of system end-users, 26 
individuals (57.8%), update their antivirus so�ware as needed, demonstrating 
awareness and proactive cybersecurity behaviour. Conversely, a smaller group of 
users, 6 (13.3%), admitted never having updated their antivirus protection. This is 
troubling as outdated so�ware is less effective at protecting against new and 
evolving threats, leaving computers and systems vulnerable to cyber espionage 
attacks. Further, 5 users (11.1%) adhere to a monthly update schedule; 2 users 
(4.4%) opt for quarterly updates; and 6 (13.3%) reported an annual update 
frequency for their antivirus so�ware. These results show a lack of standardised 
cyber security practice within the organisation.

Antivirus so�ware is crucial for detecting and mitigating malware, thus reducing 
the risk of successful espionage attacks. It detects, blocks, quarantines, or deletes 
malware, and antivirus vendors regularly update their so�ware to include
new threat signatures as cyber espionage techniques evolve. Cybersecurity
experts, such as Janczewski and Colarik (2007), Pérez-Sánchez and Palacios
(2022), and Shah and Comissiong (2021) emphasise the importance of antivirus 
updates in protecting systems from new viruses. The insights of the Cybersecurity 
Infrastructure and Security Agency (CISA) align with the �ndings of this study, 
highlighting the necessity of maintaining up-to-date antivirus signatures based on 
known characteristics of malware (CISA, 2019).

In addition to antivirus so�ware, properly con�gured �rewalls act as critical 
defences against cyber threats like espionage by safeguarding system networks 
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In addition to antivirus so�ware, properly con�gured �rewalls act as critical 
defences against cyber threats like espionage by safeguarding system networks 
from unauthorised external access. Rouse (2022) and Anwar et al. (2021) con�rm 
that �rewalls serve as traf�c controllers, validating and managing client network 
access, and play a pivotal role in mitigating cyber threats. Miscon�gurations
in so�ware and systems, especially in network devices, servers, and applications, 
create security �aws that cyber espionage actors exploit. This allows them to
conduct espionage activities. Failing to apply patches and updates to so�ware
and systems exposes them to known vulnerabilities, which cyber actors can
exploit for unauthorised access and cyber espionage, as noted by Analytica (2021) 
and Bello et al. (2022). 

Organisational vulnerabilities within the e-Government ecosystem pertain to 
governance, policies, and internal practices. The study underscored certain 
de�ciencies, particularly in access control mechanisms within PI. This
suggests that sensitive data remains susceptible to unauthorised access,
alteration, or deletion. This vulnerability raises signi�cant concerns, especially
in light of the substantial amount of personally identi�able information
stored by the government. Moreover, the absence of robust regulations
and enforcement mechanisms compounds existing vulnerabilities in the e- 
Government environment. The failure by the government to impose penalties on  
cybercriminals fosters a perception of a permissive operating environment 
conducive to illicit cyber activities. Furthermore, the presence of untrustworthy 
so�ware vendors who retain their super user accounts even a�er relinquishing 
control of the system further exacerbates vulnerabilities in the ecosystem.

An analysis of responses from the interviews revealed that systems enable cyber 
actors to in�ltrate, monitor, and extract sensitive information from a targeted 
system by providing advanced capabilities and tools. Miscon�guration of
the systems, lack of patching, and system vendors were found to be the three
main vulnerabilities in the organisation that would make the systems susceptible 
to cyber espionage. 

Regarding system vendors, respondent R-SA explained that some vendors
continue to have their systems super user accounts even a�er handing over the 
system to the recipient organisation and ministry. According to the respondent, 
vendors should install and train the of�cers handling the system and hand over the 
complete system and its source code to the PI. Further, their accounts should be 
disabled to ensure they cannot access the system a�er handing over. The 
respondent narrated:

Organisational vulnerabilities
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Some vendors who developed or sold some of the systems used at the organisation
still have access, and some may be briefcase solution vendors representing other 
institutions or countries of interest. (R-SA)

It was a common view among respondents that some outsourced systems
already have a backdoor that cyber actors may use to ex�ltrate data. The 
respondents stated there was a need to thoroughly vet the system vendors and 
source code to ensure no malicious code is incorporated. The respondents 
retaliated that so�ware vendors should transfer skills, source code, and train 
Information Technology (IT) managers.

The absence or delay in applying system patches, designed to rectify security 
vulnerabilities or system bugs that cyber actors might exploit, also emerged as a 
prevalent so�ware vulnerability in many systems applications. Respondent R-ICT1 
elaborated on this issue, highlighting that when these patches aren't promptly 
applied following their release, it creates a window of opportunity for cyber actors 
to exploit vulnerabilities before the necessary �xes are implemented. The 
respondent also underscored a challenge stemming from obsolete servers within 
the organisation, stating that the outdated servers o�en lack up-to-date security 
controls and measures, exacerbating vulnerability.

Respondent R-ICTM highlighted that the organisation relies on ICT of�cers
who are seconded from the Ministry of ICT. This arrangement partly contributes
to vulnerabilities at the organisation, as it has no dedicated ICT department. The 
respondent narrated:

The absence of an in-house ICT department at the organisation has played a role in the 
vulnerabilities experienced by the organisation. (R-ICTM) 

The �ndings underscore the observations by Kimani (2023), who reveals a 
prevailing de�cit in organisations regarding the continuity and enforcement of 
cybersecurity training. He argues that many organisations adopt an "install-and- 
forget" mentality, neglecting the critical aspects of follow-up and reinforcement of 
cybersecurity best practices essential for maintaining a strong security posture. 
Kokkonen et al. (2023) support the observation, asserting that while the initial 
training provides a foundational understanding of cybersecurity best practices, the 
ever-evolving nature of cyber threats necessitates continuous education and 
awareness. Without follow-up cybersecurity training, employees may become 
complacent or unaware of new risks and attack vectors. This leaves organisations 
vulnerable to cyber attacks. Regular training sessions and updates are essential for 
empowering staff to effectively recognise, respond to, and mitigate evolving 
threats, ultimately strengthening an organisation's cybersecurity posture.
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The interview �ndings revealed that employees with authorized access to the 
organisation's systems, network, or data frequently misuse their privileged access 
to cause harm to the organisation's security, operations, or data, intentionally or 
unintentionally. Respondent R-ICT2 narrated:

Some officers from the organisation abuse their access privileges to undermine the 
system, primarily for financial gain. This is a risky move because it could help 
criminals or other cyber actors steal data and information from the system. (R-ICT2) 

Respondent R-ICTM agreed with Respondent R-ICT2's sentiments, emphasizing the 
dif�culty in detecting insider threats as they are legitimate system users. The 
respondent narrated:

Intentional or unintentional data breaches and sensitive information leakage by  
system users' employees or contractors are dangerous because they are challenging to 
detect due to the legitimate access users have. As a result, they may use their knowledge 
and access to facilitate cyber espionage activities. (R-ICTM)

According to the respondents, there should be a clear guideline on the level of 
access that users should have, as they are becoming the primary link to cyber 
actors. They stated that some of�cers have access to data and information they 
should not have access to and may easily collaborate with cyber actors to share and 
ex�ltrate sensitive data.

Some respondent believed that some users ignore installing so�ware or system 
updates, click on phishing emails that may contain malware, and ignore critical 
security practices, creating vulnerability for malicious cyber actors to exploit. 
According to the respondents, the organisation has not invested suf�ciently in 
strict security practices, allowing users to act autonomously. 

Insider data breaches are most commonly caused by privilege abuse, with
�nancial gain being the primary motivation. Insiders can also intentionally or 
unintentionally ex�ltrate data for personal gain.

This study examined the cyber espionage vulnerabilities in Kenya's e-Government 
ecosystem. It revealed that cyber actors constantly probe the target's systems, 
access controls, and environment to identify and exploit vulnerabilities. These 
vulnerabilities originate from various sources, such as so�ware �aws, 
con�guration errors, inadequate security controls, or human factors. The 
exploitation of these vulnerabilities can result in severe and even catastrophic 
consequences. The study also found that the government's rapid deployment of 
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information technology to enhance service delivery through e-Government 
systems has not been accompanied by adequate measures to address automation 
weaknesses and vulnerabilities that could facilitate cyber espionage attacks.

In light of this growing threat landscape, the researcher recommends the following 
measures for the PI to maintain its cybersecurity posture:

revise and implement an updated information security policy covering 
current and emerging cybersecurity issues, addressing access control, data 
classi�cation, vendor management, password management, and 
recommended practices and pitfalls;

carry out a penetration testing exercise to reveal the true picture
of vulnerability;

perform a network operations exercise to discover a Cyber-Threat- 
Intelligence (CTI) based solution for identifying internal and external threats, 
vulnerabilities, and human factors aiding adversaries, while also addressing 
cybersecurity skill gaps and compliance with standards;

prioritise employee training and awareness by developing comprehensive 
training programs to educate staff on effective cybersecurity practices;

implement advanced technologies like Intrusion Detection Systems (IDS) and 
Intrusion Prevention Systems (IPS) to monitor network traf�c, detect and
block malicious activities, and issue real-time alerts for potential cyber 
espionage attacks;

invest strategically in cybersecurity infrastructure, including antivirus 
so�ware, �rewalls, and modern servers, to proactively safeguard the network 
and data, blocking and quarantining potential threats; and

foster collaboration and information sharing among stakeholders, including 
private organisations, academia, and other government agencies, to share 
threat intelligence, best practices, and lessons learned in cybersecurity. 
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