
ocial media sites provide a haven for criminals. This threatens national 
security, hence the need for effective counter strategies. Despite the 
criminals' shi�ing to social media platforms,   government security agencies 
remain slow in adopting emerging technologies and rely more on 

traditional intelligence collection methods, which fall short of capturing what 
occurs in the virtual world. The foregoing informed this research study on the 
dynamics hindering the ef�ciency of social media intelligence in countering 
criminality in Kenya. The objective was to determine the challenges that affect
the ef�ciency of social media intelligence in countering online crimes in Kenya. 
The research applied technology acceptance theory to expound on the utilisation 
of social media platforms by criminals and subsequent challenges of counter- 
measures by government security agencies. The study applied a descriptive 
research design targeting government security agencies dealing with online 
countering of organised crimes and terrorism. The study established that existing 
challenges include criminal use of fake identities, secure applications, inadequate 
technical support and skills, weak legal frameworks, existing social media 
corporation bureaucracies, identi�cation problems in virtual realms and 
technological adoption challenges. In conclusion, social media threats are 
cross-cutting and the emergence of many social media applications requires 
government security agencies to utilise all sources of information to mitigate 
strategic surprises. As a result, the research recommends enhancing the 
capabilities and capacity building of online investigation of�cers; investing more 
in research and innovation; enhancing information sharing and collaboration 
among key stakeholders; and formulating stringent measures. 

Keywords: Social media intelligence, traditional collection methods, criminality, 
organised crimes, terrorism, government security agencies, social media platforms, 
bureaucracies, and virtual realms.
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Advancements in technological systems have accelerated globalisation through
the use of the Internet, which has become more accessible and affordable
in communication and information (Dahlman, 2007). However, the emergence
of technology leaves organisations without the option of investing more in adopting 
new information and communication systems to harness opportunities and 
mitigate threats (Montasari, 2022). The ef�ciency and effectiveness brought
about by adopting new technologies are unmatched in enhancing faster service 
delivery and organisational productivity. The evolving nature of technologies
has also led to the development of social media applications that utilise the
Internet for interconnectivity, which offers a platform for criminals to advance 
their activities.

The emergence of social media platforms (SMPs) has led to changing dynamics
of terrorist organisations like Al-Shabaab and the Islamic State. Terrorists
primarily utilise social media as a tool for spreading propaganda to discredit the 
government and gain publicity (Hossain, 2018). For instance, Al-Shabaab uses 
social media propaganda to target vulnerable individuals for recruitment, 
coordinate their activities, and reach out to sympathisers for funds (Cox et al., 
2018). In addition, Al-Shabaab terror group has optimised SMPs to showcase its 
�ghters during training and graduation to demonstrate its capabilities to attract 
foreign recruits. 

Terrorists have used SMPs while executing attacks. For example, in January 2020, 
during the Manda attack in Lamu, Al-Shabaab operatives forwarded the images 
and videos of the destroyed United States (U.S.) aircra� via social media for an 
Al-Kataib press release (Pantucci, 2020). Social media therefore remains a powerful 
instrument with seemingly limited restrictions for terrorists to actualise their 
agenda within the virtual community. Similarly, the evolving nature of social media 
requires security agencies to monitor criminals' activities closely, examine their 
modus operandi, and assess potential threats. Social media threat assessment and 
close monitoring aim to prevent the states from being caught off guard in the event 
of possible hostile use (Kimutai, 2014). 

Criminal optimisation of diverse SMPs poses a signi�cant danger and challenge
to national security. The threat landscape within the virtual realms makes
the existing counter strategies fall short of obtaining the real threats proactively, 
thereby leaving security teams in a �re�ghting posture. SMPs such as
Facebook, Telegram, WhatsApp, X, Dark-web, YouTube, Conversation, Instagram, 
WeChat, Signal, TikTok, and Snapchat are increasingly being utilised by
individuals engaged in illicit activities (Almadhoor et al., 2021). The multiplicity
of SMPs offers more alternatives and choices for criminals to evade security 
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trailing. This shows that criminals do not have a speci�c chosen platform,
but their utilisation largely depends on the kind of activity they are engaged in. 
Similarly, security agencies rely more on traditional collection methods such as 
Human Intelligence (HUMINT), Open Source Intelligence (OSINT), Technical 
Intelligence (TECHINT), Signal Intelligence (SIGINT), Imagery and Photographic 
Intelligence (IMINT), Geospatial Intelligence (GEOINT), and Measurement
and Signature Intelligence (MASINT) to counter criminal activities (Johnson,
2010; Maltego, 2022). 

On their part, criminals have shi�ed most of their activities to both open and 
private SMPs to reach out to wide support networks, optimise secure 
communications, enjoy a higher degree of anonymity, and evade security trailing. 
Some of the illicit online activities include cybercrimes, sourcing weapons, 
optimising secure communication with support networks, carrying out online 
radicalisation and recruitment, sharing security training manuals, and acquiring 
tactics to evade security agencies (Bartlett & Reynolds, 2015; Claudia, 2021). In 
addition, SMPs offer criminals convenience and global diversity to achieve their 
intentions while limiting security tracking. 

Moreover, the COVID-19 pandemic measures, including encouraging people to 
work from their homes, saw a shi� to more online activities leading to an increase 
in virtual crimes (Montasari, 2022). During this period, criminals optimised the 
unpreparedness of people to handle online threats due to the rush to adopt remote 
working and online transactions. Further, criminals disguised as health experts 
exploited people's desperation through phishing and other social engineering 
techniques for sel�sh gain (Saleous et al., 2023). Furthermore, the increased online 
transactions allowed criminals to obtain personal information on social media and 
use it to lure unsuspecting citizens through scam mail, text, and links to hack their 
�nancial accounts or credit cards. The online platform, therefore, is becoming a 
haven for criminals and thus requires close monitoring of their activities in order  
to mitigate threats (Thukral & Kainya, 2022).

The existing studies in Kenya have focused on using social media as an open-source 
intelligence tool (Kimutai, 2014; Olasya, 2018). The studies covered use of open or 
public SMPs by government security agencies such as the military, Directorate of 
Criminal Investigations, and police to obtain criminal information from the public. 
The studies show the inherent reactive nature of security agencies in dealing with 
social media crimes. The current study was thus aimed at �lling the existing gaps 
in challenges hindering the ef�ciency of social media intelligence in countering 
criminality in Kenya. 
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Criminals have shi�ed their activities to SMPs, however, security agencies have 
been unable to adequately equip government security of�cers with the requisite 
skills and tools to effectively counter online threats (Montasari, 2022).  The existing 
traditional collection methods remain inadequate for conducting a comprehensive 
online investigation of criminal activities. The prevailing challenges due to 
overreliance on traditional collection methods, therefore, hinder effective analysis 
of the connection between the virtual and real world. This o�en leads to incidences 
of intelligence failures. There is still a research gap on how well security agencies 
can mitigate strategic surprises by utilising social media intelligence to 
complement the existing traditional collection methods. The intervention is 
important in providing better situational awareness to decision-making. 

The research dealt with classi�ed information, which might have affected 
collection of detailed data. However, the researcher explained to the respondents 
the importance of the study for public good and that all ethical considerations had 
been approved by the relevant authorities.

The study addresses existing challenges hindering the ef�cient utilisation of social 
media intelligence as a data collection instrument that can complement traditional 
methods. The advancement of technology and unlimited access to the Internet 
makes social media a critical source of information due to the changing threat 
environment and shi�ing criminal modus operandi. This dynamic requires 
government security agencies to be in the lead to harness the opportunities and 
possible measures to mitigate online threats. The study therefore sought to 
establish the existing challenges and possible mitigation measures that may 
counter social media criminality in Kenya.

Criminals exploit personal data in social media to extort money or target personal 
accounts from unsuspecting citizens through phishing. Phishing is a form of 
cybercrime where an individual is lured through email, text messages, or calls
by a criminal pretending to be from a legitimate �nancial institution or a 
telecommunication company requesting the targeted individual to provide 
personally identi�able information (Mary et al., 2015). The criminals will
use the information to access personal accounts and steal money from the
bank or mobile wallets. 

Statement of the problem

Significance of the study 

Limitation of the study
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Thukral and Kainya (2022) stated that phishing is one of the most straightforward 
techniques employed is used by hackers to illicitly acquire login credentials, 
in�ltrate personal accounts, and distribute harmful links. Similarly, criminals can 
generate fake email links that resemble a particular corporate institution that has 
promotional rewards for the clients to lure vulnerable individuals into providing 
personal information (Montasari, 2022). The criminals can also forward a link in 
the form of ransomware to unsuspecting individuals or companies in order to 
extort money. 

Identity the� is another cybercrime activity that involves the intentional 
exploitation of another person's private information for illegal activity without that 
person's consent (Tariq & Irshad, 2018). The information obtained could be used for 
fraud or to generate illegal documents to support in committing crimes. For 
instance, criminals create fake accounts on social media sites by impersonating 
senior politicians or government of�cials for monetary gain. Security agencies 
require up-to-date technologies to authenticate true identities and decon�ict the 
fake accounts created by criminals. 

The malware threat continues to persist and expand due to the massive utilisation 
of SMPs. This has offered an opportunity for cybercriminals to employ the tactic of 
embedding malware within posts, friend requests, and updates from friends, and 
leveraging photo tagging noti�cations to entice users into opening infected 
documents. Nadeem and Mohamed (2017) emphasised that the expansion of attack 
surfaces is accelerated by the multiplicity of social media networking sites and 
emerging applications. For instance, most of the daily basis routine work or 
transactions, especially a�er COVID-19, are done online. This makes it susceptible 
to criminal attacks. 

In addition, criminals use ransomware, a type of so�ware that spreads like a worm 
and prevents users from accessing their system unless a ransom is paid. 
Cybercriminals optimise ransomware to extort money from individuals, 
companies, and institutions with payments mostly in cryptocurrencies to evade 
security trailing. The incidence of cyberattacks in Kenya had a signi�cant surge of 
76%, with exploits emerging as the prevailing method of attack within the country. 
For instance, the group known as Anonymous Sudan claimed responsibility
for a substantial cyber assault in Kenya in July 2023. This resulted in the disruption 
of many government systems and prompting apprehensions regarding digital 
security (Amber, 2023).

In efforts to evade security agencies' tracking, criminals now operate on dark 
websites, which are inaccessible using ordinary search engines but are highly 
encrypted with peer-to-peer security features that challenge security in�ltration 
(Montasari, 2022). A dark website can be accessed using a unique search 
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engine called ‘The Onion Router’ (TOR), which separates individual information 
and creates anonymity (Finklea, 2017). Moreover, dark web websites are becoming 
market hubs for criminals' illicit activities, with terrorists advancing to optimise 
cryptocurrency to evade tracking. Davies (2020) added that the dark web has strong 
anonymity and encryption features that complicate security monitoring and 
locating the server's Internet Protocol (IP) or identifying the criminal. Further, 
Davies highlighted the impersonation of criminals by security agencies or 
undercover operations and hacking into the dark web websites to be crucial in 
identifying the individuals involved. 

Terrorist online prevalence was evident in 2020 a�er the European Union Agency 
for Law Enforcement Cooperation (EUROPOL), collaborating with 17 member 
states, pulled down more than 1900 Uniform Resource Locators (URLs). The URLs 
removed from 180 SMPs, were linked to terrorism in a single day (UNICRI & 
UNCCT, 2021). In 2019, Facebook removed at least 26 million pieces of terrorist 
content linked to the Islamic State of Iraq and Levant (ISIL) and Al Qaeda. The 
disruption of terrorist accounts on social media, however, remains a challenge 
globally as many platforms with different security features emerge. For instance, 
to counteract these safeguards and keep up their internet activities, the Islamic 
State of Iraq and Syria (ISIS) shi�ed its focus to private sites such as Telegram, 
Signal, and WhatsApp (Weimann & Vellante, 2021). Private social media sites offer 
criminals anonymity status and control of their associates to minimise security 
in�ltration into their networks.

The usage of social media by terrorist groups poses a multitude of new challenges 
for social media companies, policymakers, and security agencies (Kumar, 2022). 
The exponential expansion of SMPs presents a highly advantageous prospect for 
terrorist organisations to propagate their ideology. For instance, Al-Shabaab has 
capitalised on the secretive nature of the Kenyan government and the lack of 
coordinated strategic communication to spread propaganda, mainly following 
attacks (Mbithi, 2022). The terror group capitalises on propaganda to instil fear in 
the citizens, expose inadequacies of the government to provide security, and 
criticise them for �ghting a losing war that targets Muslims. In addition, 
Al-Shabaab propaganda has been established to convince the audience through 
suggestions that their actions or opinions are moral and correct.  This offers them 
an alternative sense of belonging (Odhiambo et al., 2013). Further, Weimann (2018) 
revealed that SMPs facilitate the utilisation of a targeting technique referred to as 
narrowcasting by terrorist organisations. Narrowcasting is a communication 
strategy that targets speci�c groups of the public based on their values, tastes, 
demographic attributes, or subscriptions. Terrorist groups therefore spread 
targeted propaganda to obtain support from sympathisers who harbour similar 
ideologies, thereby leaving the security agencies with a huge task of countering.
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The mandate of the intelligence community  to protect the nation’s security means 
that they must utilise all sources of information both overtly and covertly, 
including on social media sites. However, proponents of democracy are against 
this, citing violations of human rights, such as freedom of expression. This debate 
allows for criminal optimisation as government security agencies battle with policy 
implementation on monitoring online activities. In addition, government security 
agencies will use many resources to obtain superior technologies and employ 
multilingual expertise to counter threats (Omand et al., 2012). Moreover, numerous 
social media sites exist and many more are emerging, thus technology 
compatibility ceases with time. SOCMINT therefore proves expensive for 
government security agencies and calls for a more collaborative way between the 
government and private social media companies to counter threat dynamics. 

SOCMINT can sometimes be misleading if not critically examined, especially in the 
era of fake news and propaganda. An investigating of�cer must keenly focus on the 
context of the data before drawing an assessment (Omand et al., 2012). Despite 
employing AI to support analysis, the origin of the data or the content will be 
determined by the investigating of�cer to ensure an informed judgement to guide 
policymakers. Therefore, if the information is not well counter-checked, it can lead 
to poor decision-making and a waste of resources. Additionally, the conservative 
nature of government security agencies in adopting emerging technologies is 
among the hindrances to SOCMINT. Barnea (2019) explains that security agencies 
hesitate to venture into technology compared to the business world. Despite the 
threat environment, security agencies worry more about losing sensitive data or 
exposing their operations, thus remaining reactive. 

Davis (1986) proposes the Technology Acceptance Theory in his research model
on the effects of system characteristics to explain the adoption and usage of 
information systems. He notes that technology acceptance theory tenets include 
perceived usefulness and ease of operation as well as external conditions 
in�uencing technology. These include language, skills, experience, perceived
risks, and social in�uence. The usefulness of adopting new technology is 
paramount in improving an individual's performance, thus the ef�ciency of the 
technology may be hindered if users do not consider it useful in addressing the 
speci�c challenges faced in Kenya's criminal landscape. For example, if social 
media platforms lack relevant information or if the intelligence generated is not 
actionable, it may be perceived as less useful, leading to decreased ef�ciency.
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SMPs are user-friendly and have numerous advantages, such as enhancing 
communication, interaction, social networking, and sharing. Criminals thus 
capitalise  on the usefulness of SMPs to conduct their activities, which challenges 
security counter strategies. 

The ease of operating technology tenet elaborates that the ef�ciency of social
media intelligence in countering criminality may be hindered if the technology
is complex or dif�cult to navigate. If government security agencies or other 
stakeholders �nd it challenging to extract relevant insights or interpret social 
media data, the perceived ease of operation may be low. This leads to reduced 
ef�ciency in countering criminal activities. In addition, the ef�ciency of social 
media intelligence may be hindered if it is not compatible with the existing 
strategies, resources, or regulatory frameworks. If there is a mismatch between the 
technology and the operational requirements of government security agencies or 
other stakeholders, the adoption and ef�ciency may be compromised.

The perceived risk in technology acceptance theory on usage of social media 
intelligence expounds the concerns about privacy, data security, or the accuracy of 
information that may hinder ef�ciency in countering criminality.
If stakeholders perceive signi�cant risks in utilising social media intelligence,
they may be reluctant to fully embrace the technology, leading to limitations
in its effectiveness.  Taherdoost (2018) contends that the objective of the 
Technology Acceptance Theory is based on people's willingness to use new 
technology. Technology acceptance in the organisation is in�uenced by the 
policymaker's understanding of new technology, which informs the decision
of whether or not to adopt it. 

This theory explains why organisations take time to adopt new technologies despite 
threat dynamics. The slow pace of acceptance of the technologies might be due to 
high cost, secrecy doctrine, fear of losing data, and lack of research within the 
organisation. While government security agencies are grappling to learn about
new technologies, criminals leverage utilising the existing technologies to advance 
their intentions. Government security agencies  therefore  remain playing catch-
up as criminals optimise multiple SMPs to actualise diverse activities. This  further 
complicates countermeasures. With a good understanding of these dynamics, 
government security agencies can identify effective strategies to address the 
hindrances and enhance the ef�ciency of social media intelligence in countering 
criminal activities in Kenya.



Several dynamics hinder the ef�ciency of utilising social media intelligence
in countering criminality. This conceptual framework aims to identify and
analyse the key independent and dependent variables that in�uence the 
effectiveness of social media intelligence in addressing criminal activities in 
Kenya. The conceptual framework de�nes the relationships between the 
independent variables and the dependent variable (Ravitch & Carl, 2021).
These correlations show how the dynamics of each independent variable
in�uence the effectiveness of social media intelligence in combating criminality
in Kenya. The independent variables include social media competency, technology 
infrastructure, legal and regulatory environment, and collaborations with
social media companies, whereas the dependent variable is the ef�ciency of
social media intelligence in countering criminality in Kenya. These independent 
variables collectively shape the effectiveness of utilising social media platforms
as a tool of enhancing law enforcement efforts against criminal activities in Kenya. 
Figure 5.1 shows the conceptual framework.

The study used a mixed-methods research approach and a descriptive research 
design to gain a comprehensive understanding of the criminal utilisation of SMPs 
and the challenges faced by government security agencies in countering 
criminality. The researcher purposively selected four key departments in 
government security agencies tasked with online counter-organised crime and 
counter-terrorism within Nairobi to obtain relevant data. The target population was 
240 of�cers from government security agencies mainly responsible for analysing 
online criminal activities in Kenya. 

The researcher applied Yamane's (1967) formula to establish the representative 
sample size.  The sample size was 150 respondents, which allowed the researcher 
to randomly distribute questionnaires for data collection. In addition, the 
researcher conducted eight in-depth interviews targeting four (4) heads of 
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departments and four (4) social media mining experts within the government 
security agencies. The researcher conducted a pilot test with eight (8) security 
of�cers working in the selected departments dealing with online counter-terrorism 
and eight (8) from online counter-organised crimes. Those who participated during 
piloting were excluded during administration of questionnaires. Furthermore, a 
reliability test using Cronbach's alpha established a coef�cient of 0.8 (above the 
desirable threshold of 0.7), indicating that the instruments were highly reliable. 
(Creswell, 2014).

From the distributed 150 questionnaires, a  total of 118 responses were received, 
indicating a response rate of 78.67%. This is above the threshold of  at least 70% 
which is recommended for a thorough analysis of the research �ndings. (Kothari, 
2011; Mugenda and Mugenda, 2019).

The research sought to establish the challenges that the security agencies faced in 
countering social media criminals within their departments. The outcome 
revealed that 102 (86.4%) of the respondents con�rmed that they had challenges 
while 16 (13.6%) did not. The respondents who indicated having challenges had 
reasons such as criminal use of fake identities to create anonymity, security 
features of applications, inadequate technical support and skills, bureaucracies of 
social media corporations, existing weak laws in prosecuting social media crimes 
and identity of criminals and security role players in the virtual arena.

The research established that criminals used fake identities or pseudonyms to 
conceal their identities on SMPs. Notably, criminals created anonymous accounts 
that made it dif�cult for government security agencies to identify the real users. 
For instance, when security agencies closed fake accounts, criminals could easily 
open new accounts using different identities or migrate to other platforms. 
Therefore, SMPs provided a greater level of anonymity to criminals, 
whichchallenges government security agencies in tracing the exact location and 
identity of perpetrators. Moreover, the global interconnectedness increases 
anonymity as criminals might be from other jurisdictions or using bot accounts to 
advance their activities. For example, Participant 4 during an interview revealed 
that:

Anonymity of criminals within SMP makes it challenging for government
security agencies to put a face on the real user of the account. Additionally, the use of 
fake details and the changing of a Virtual Private Network (VPN) to a different 
country to evade security traceability has complicated analysis hence the usage
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of more resources and time during investigation.  (P 04)

Futhermore, criminals create fake accounts on social media sites to impersonate 
senior politicians or government of�cials for monetary gain while others circulate 
fake corporate recruitment advertisements to target vulnerable citizens (Mbithi, 
2022; Ombati, 2022). The technology acceptance theory explains that the perceived 
usefulness and ease of operating information systems in�uence decision-making. 
This theory demonstrates why criminals prefer SMPs with unlimited restrictions to 
conceal their activities and remain anonymous. Montasari (2022) states that the 
freedom of transition from one social media platform to another offers criminals 
the opportunity to further their sphere of in�uence leaving security agencies with 
daunting task in resolving the issues.

 

The research established that security features of SMPs like Telegram’s end-to-end 
encryption make traceability of the criminal more dif�cult. For instance, criminals 
use closed or private social media channels that make retrieval of valuable 
information complex. In addition, criminals utilise secure applications with 
auto-delete settings which makes it dif�cult for government security agencies to 
get evidence for prosecution. Moreover, criminals compartmentalise online 
communication using different accounts and coded texts in SMPs to deter security 
monitoring and locate the exact position of the criminal. The �nding was 
reinforced by Participant 02 during an interview that:

Criminals can change a Virtual Private Network (VPN) to reflect a different country 
which automatically changes the Internet Protocol (IP) address location to evade 
security detection. (P 02)

Also, Participant 08 added that:

Encryption remains a challenge for government security agencies to unravel criminal 
activities within the virtual community. Social media applications with end-to-end 
users are difficult to intercept as the communication is direct and no third party
or linkage is involved. (P 08)

The �ndings were further emphasised by Participant 1 who said that:

The use of private channels by criminals makes it difficult for government security 
agencies to monitor their activities. Additionally, security features like end-to-end 
encryption and peer-to-peer communication allow criminals to communicate freely. 
For instance, terrorists use open social media sites for general information and 
targeting of potential recruits, but clandestine terror activities are solely conducted in 
private channels.  (P 01)

Criminals’ use of secured applications for communication    
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Claudia (2021) reveals that the ISIS has widely adopted end-to-end encrypted 
communication platforms and applications to recruit, communicate with, and 
distribute terrorist training materials and propaganda among its members and 
support networks. Furthermore, in an effort to evade security agencies' tracking, 
criminals now operate on dark websites, which are inaccessible using ordinary 
search engines but are highly encrypted with peer-to-peer security features
that challenge security in�ltration (Montasari, 2022). The decision to choose
an application for communication by criminals can be better explained
by the technology acceptance theory that ease of operation, usefulness, and 
potential risk of a speci�c technology in�uence the adoption and usage (Davis, 
1986). For instance, social media provides a platform that may be utilised by 
criminals to generate the interest and inquisitiveness of a prospective recruit, 
subsequently transitioning interactions from public platforms such as Facebook
to more con�dential channels such as WhatsApp or chat room communication 
(Cox et al., 2018). 

Inadequate technical support and skills coupled with insuf�cient resources
hinder effective analysis of social media crimes. The study established that
88 (74.6%) of the government security agencies in the targeted departments
had not been trained in social media mining. In addition, 102 (86.4%) of the 
government security agencies revealed lack of smart analytic tools within the 
departments, thus hindering the ef�ciency of social media intelligence in 
countering criminality in Kenya. For instance, lack of properly trained government
security agencies with the necessary skills in social media mining and lack
of smart analytic tools contribute to the inadequate utilisation of social
media intelligence in countering criminality in Kenya. Moreover, social media 
applications are ever-evolving and very dynamic, thus requiring continuous 
training and effective adoption of emerging technologies and tools which
require more �nancial resources. For instance, Participant 04 stated during the 
interview that:

There exists a gap in the development of effective tools to counter social media 
criminals as the software developers normally work in isolation and do not know the 
exact challenges faced by the analysts, hence, not providing a comprehensive solution. 
(P 04)

Participant 08 further observed that:

Some government security agencies are not aware of what is happening within their 
jurisdictions but are quick to task the online teams, yet crucial information is easily 
available on SMPs that can help in strengthening investigations.  (P 08)

Inadequate technical support and skills



Consequently, staying up to date with the latest technologies and tools necessitates 
ongoing training and effective implementation. This was elaborated by the 
technology acceptance theory that organisations make decisions based on 
usefulness and ease of operation in choosing a technology to adopt (Davis, 1986). 
This, in turn, demands a greater allocation of �nancial resources. Correspondingly, 
Smith et al. (2015) mentioned that the use of smart analytic tools provides security 
agencies with a proactive edge in understanding trends, associations, and plans to 
provide more insights into their modus operandi. This includes ways of evading 
security agencies or concealing identity within SMPs. Stegen (2019) stated that the 
current threat environment requires sophisticated collection and analysis of data 
for government security agencies to be on top of securing the state. The threat 
environment comprises both the physical and virtual world, thus all source 
information is critical in mitigating uncertainties.

The study established that the existing laws for prosecuting online criminals were 
weak and required a high threshold to pursue a case. For instance, justifying that 
the material was used for radicalisation and attached to a particular individual is a 
challenge for security agencies in prosecuting the perpetrator. Similarly, the 
conversion of information obtained from SMPs to evidence for prosecution 
remains a hurdle for security agencies. The lack of enforcement from the 
Communication Authority of Kenya on criminals using highly encrypted 
applications or private social media sites further complicates countermeasures. 
For example, during an interview, Participant 06 opined that:

A weak legal framework for countering online crimes coupled with high evidential 
threshold requirements to prosecute social media crimes portends challenges to 
government security agencies. The current Prevention of Terrorism Act (POTA) 
framework is inadequate to prosecute online terrorism and the loopholes have been 
optimised by the suspects' lawyers to ease acquittal or prosecutors' only option is to 
press penal code charges on the suspect … (P 06)

Despite existing laws with clear regulatory measures, enforcement them remains 
a challenge as most SMPs were from various jurisdictions. For instance, the Kenya 
Information and Communication [Amendment] Bill (2019) regulates SMPs and 
demands the owner to provide information upon request by the commission.
The existing laws therefore depend more on the goodwill of the social media 
corporations for them to be effective rather than the government authority
to regulate or demand the information as stated in the bill. Omand et al. (2012) 
established that the intelligence community's mandate to protect national
security requires utilising all sources of information, including social media, but 
proponents argue that it violates human rights and allows criminal optimisation.
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The study established that despite the existence of mutual legal agreements to 
bridge the extraterritorial collection of information on SMPs, it still took a long 
time to process the requested information for action due to the existing 
bureaucracies. For instance, when government security agencies requested social 
media corporations to pull down extremist content on the platforms, it normally 
takes time to be actioned and even sometimes it is never acted upon. In addition, 
research found that Kenya had a mutual legal agreement with Meta Platforms Inc. 
(Meta) only, which further challenges countering social media criminals who 
utilise other private channels. 

During interviews, Participant 08 revealed that:

Some social media companies like Telegram and TikTok have no mutual legal 
agreement with Kenya, thus countering criminal activities on these platforms is 
difficult, or even obtaining information that can support the prosecution of the 
offender as the law limits infringement of personal privacy.  (P 08)

In agreement, a study  conducted by the United Nations Of�ce of Drugs and Crimes 
(2021) on mutual legal agreement response rate found 57.7% for no response, 
30.8% for quick response, and 11.5% for slow response. This outcome af�rms that 
mutual legal agreement response to requests or support in countering social media 
criminals is still low. National Association of Attorneys General (2019) observed 
that obtaining responses from social media corporations situated beyond the legal 
authority of a particular country posed a signi�cant challenge. Regrettably, the 
extent to which prosecutors can acquire material varies based on their 
geographical location. Therefore, social media bureaucracies undermine the 
effectiveness of social media intelligence in countering criminality.

The study established that there is an existing identi�cation problem between real 
online criminals and government security agencies operating undercover within 
the virtual realms. For instance, government security agencies used undercover 
teams to penetrate criminal networks to obtain crucial information to enhance 
analysis and inform counter strategies. The virtual community therefore had
a mix of undercover government security agencies and real criminals conducting 
diverse activities with different motives. In addition, the interconnectedness
and lack of borders in the virtual world further complicate the identi�cation
of security agencies from real criminals due to similar modus operandi. 
Furthermore, the secretive nature and lack of information sharing among 
government security agencies widen the ri� in identifying real criminals. During  
interviews, Participant 01 revealed that:

Identification problem in virtual realms 
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Existing social media firms’ bureaucracies  
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It is difficult to know who you are talking to especially since social media has created a 
borderless boundary. The online community is difficult as many government security 
agencies are using similar tactics to identify and recruit against online terror 
networks.  (P 01)  

Participant 04 added that:

… identifying real criminals and government security agencies within the virtual 
community tends to affect online investigations since for every 20 people in the virtual 
investigation, 2 are likely to be criminals while 18 are government security agencies' 
role players … (P 04)

Further, the identi�cation complexities within the virtual world are accelerated by 
a lack of authority in determining or controlling the users of SMPs (Ates, 2020). This 
complicates the ef�ciency of social media intelligence in countering criminality 
and enhances reactive countermeasures instead of proactive action.

The researcher provided �ve parameters related to technological adoption 
challenges that are likely to affect the ef�ciency of social media intelligence in 
countering criminality in Kenya. Therea�er the study sought a level of agreement 
with a scale rating of 1 to 5 where 1 = Strongly Disagree (SD); 2 = Disagree
(D); 3  = Undecided (U); 4 = Agree (A); and 5 = Strongly Agree (SA). Table 5.1
shows the results.

The outcome established that 74.6% of the respondents agreed that expensive 
analytic tools affect the ef�ciency of social media intelligence in countering 
crimes, while 16.9% were undecided, and 8.5% disagreed. The �ndings show
that most of the respondents strongly agree that expensive analytical tools are a 
signi�cant factor. Due to limited �nancial resources, government security agencies 
may be forced to rely on less expensive or less advanced analytic tools, which may 

Technological adoption challenges

Technological adoption challengesTABLE 5.1

SD 
(%)  

D 
(%)  

U 
(%)  

A 
(%)  

SA 
(%)  

      

      

      

Expensive analytic tools 5.1 3.4 16.9 31.4 43.2

Lack of social media mining training  4.2 0.8 7.6 38.1 49.2

Inadequate social media mining tools 3.4 3.4 13.6 35.6 44.1

Parameters affecting the efficiency of social
media intelligence in countering criminality in
Kenya

Lack of a software developer in the department  5.1 11 18.6 26.3 39

Lack of research and development 3.4  10.2 14.4 26.3 45.8
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 have limitations in their capabilities, and might hamper effective and ef�cient 
analysis in combating social media crimes. 

On lack of social media mining training, 87.3% of the respondents agreed, while 
7.6% were undecided, and 5% disagreed. The outcomes show that most of the 
respondents strongly agreed that a lack of social media mining training affects the 
ef�ciency of social media intelligence in countering criminality in Kenya. Law 
enforcement personnel receive training in social media mining to help them 
comprehend and recognise actionable intelligence from massive data. Lack of 
training may make investigators struggle to distinguish red �ags, patterns, and 
trends of criminal activities on social media.

Regarding inadequate social media mining tools, 79.7% of the respondents agreed, 
13.6% were undecided while 6.8% disagreed. The outcomes show that most 
respondents strongly agree that inadequate social media mining tools are a crucial 
factor. This is because security agencies with inadequate technologies may fail to 
obtain crucial insights in identifying complex criminal networks. Moreover, 
inadequate social media mining tools reduce the capabilities of proactive 
monitoring or timely noti�cations for suspicious criminal activities
on SMPs.

On whether lack of so�ware developers in the department affects the ef�ciency of 
social media intelligence in countering criminality, 65.3% of the respondents 
agreed, 18.6% were undecided, while 16.1% disagreed. The results show variations 
among the respondents but most of them agreed that lack of so�ware developers 
in the departments affects the countering of social media crimes. Departments 
may rely largely on commercial off-the-shelf so�ware solutions in the absence of 
in-house so�ware developers. While it may serve the intended purpose, it may lack 
the required �exibility or customisation needed to handle the speci�c needs to 
counter increasing criminal activities. Using only commercial solutions may thus 
limit the intelligence agency's capacity to respond rapidly to counter the changing 
threat conditions to stay ahead of criminals.

Finally, on whether lack of research on new technologies affects social media 
intelligence in countering criminality in Kenya, 72.1% of the respondents agreed,  
14.4% were undecided while 13.6% disagreed. The �ndings show that most of the 
respondents agree that lack of research on new technologies affects the countering 
of social media crimes. Criminals are quick to optimise emerging technologies and 
techniques to advance illicit activities on SMPs. Without suf�cient research on 
emerging technologies, law enforcement agencies may struggle to understand and 
anticipate the tactics employed by criminals. As a result, government security 
agencies will tend to adopt a reactive posture in countering social media crimes 
instead of data-driven or evidence-based practices.



Despite the wide disparities in the level of agreement, the study established that 
expensive analytic tools, lack of social media mining training, inadequate social 
media mining tools, lack of so�ware developers in the department, and lack of 
research on new technologies greatly affect the ef�ciency of social media 
intelligence in countering criminality in Kenya. The �ndings are similar to what 
Njoroge (2020) found that institutions still faced huge challenges in adopting new 
technologies speci�cally driven by insuf�cient resources. In addition, technology 
acceptance theory reinforces the �ndings and elaborates on the dynamics 
considered by an organisation in deciding on a particular adoption of technology 
(Davis, 1986).

Further, there are many SMPs and there are other emerging ones that require 
customised tools and understanding to enhance the effective countering of threats 
(Grizāne et al., 2022). Similarly, Taherdoost (2018), stated that the objective of 
technology acceptance theory is based on people's acceptance of new technology. 
The acceptance in an organisation can be in�uenced by the policymakers’ 
understanding of new technology, which will inform the decision of whether or not 
to adopt it. The challenges of acceptance of technologies can be attributed to high 
cost, secrecy doctrine, fear of losing data, and lack of research within the 
intelligence organisation. 

Several challenges greatly affect the ef�ciency of social media intelligence in 
countering criminality in Kenya. Social media companies develop user-friendly 
applications that do not require strict authentication in creating accounts or
have security features that are only controlled by the administrator of a particular 
closed group. Similarly, advancement in technology offers an opportunity for 
criminals and challenges government security agencies to strategise on
how to counter while observing the privacy laws of social media users. 
Comparably, emerging threats are cross-cutting among states and the
borderless security system calls for the security security agencies to enhance 
information sharing, and collaboration among key stake-holders and incorporate 
all sources of information to effectively counter social media crimes and mitigate 
existing challenges.

The study established that there is need for the government to improve 
effectiveness in the utilisation of social media intelligence, mitigate challenges 
faced by government security agencies in countering social media criminals, and 
to discourage individuals from attempting or committing online crimes. This can 
be done by enhancing the capabilities of government security agencies; investing 
more in research and innovation of smart analytics and social media mining tools; 
enhancing information sharing and collaborations with social media corporations, 
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Conclusion  



states agencies; and formulating and implementing stringent measures on social 
media criminals. 

This study offers the following recommendations for consideration by the 
government security agencies: 
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Recommendations

offer training on social media mining and big data analytics, and empower 
departments with capabilities to monitor and counter social media crimes 
elevate their playing �eld;

invest more in research and innovation to develop customised analytic tools, 
which are geared towards solving the immediate threat;

improve technological infrastructure and invest more in human capital to 
strengthen online engagements such as social media monitoring and virtual 
personas to match the increasing challenges of online crimes;

engage all stakeholders in periodic training with government security agency 
teams with a view to creating awareness to effectively counter of social media 
crimes; and

introduce heavy �nes and long-term sentencing for offenders in order to 
reduce social media criminalities.
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